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DYRES REST API Guide

Introduction

This document provides comprehensive reference for the DYRES (Dynamic Remote Store) REST API.
DYRES is a high-performance modular monolith caching system built on ASP.NET .NET 8, designed for

single-node deployments requiring fast in-memory caching with persistent SQLite-backed storage.

This guide is intended for developers integrating with DYRES from any programming language or
platform. All examples use standard HTTP requests that can be replicated in Python, JavaScript, Java,

Go, or any HTTP-capable environment.

Base URL and Configuration

All APl endpoints are relative to the base URL where DYRES is hosted. The default configuration is:

Base URL: http://0.0.0.0:5188 Protocol: HTTP/1.1 and HTTP/2 Content-Type:
application/json (required for POST/PUT bodies) Default Port: 5188

The API uses standard HTTP methods: GET for retrieval, POST for creation, DELETE for removal. All

request and response bodies use JSON encoding unless otherwise noted.

Authentication
DYRES uses JWT (JSON Web Token) bearer authentication. All endpoints except login require an
Authorization header with a valid Bearer token.

IMPORTANT: User registration is an admin-only function. Only authenticated accounts with the

Admin role can create new users. There is no public registration endpoint.
Login

Authenticate and obtain a JWT token for subsequent requests.

Method Endpoint Auth
POST /api/auth/login No

Request body:

| { "username": "admin", "password": "admin" }

Response (200 OK):
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{ "success": true, "message": "Login successful”, "data": { "token":
"eyJhbGciOiJIUzI1INiIs...", "username": "admin", "role": "Admin" }}

Error responses:
e 400 Bad Request — Missing username or password

e 401 Unauthorized — Invalid credentials

Register User (Admin Only)

Create a new user account. This endpoint requires an authenticated Admin token in the

Authorization header.

Method Endpoint Auth
POST /api/auth/register Yes (Admin)

Request headers:

| Authorization: Bearer <admin-jwt-token> Content-Type: application/json

Request body:

|{ "username": "newuser", "password": "securepassword", "role": "User" }

Role must be either "Admin" or "User". If omitted, defaults to "User".

Response (200 OK):

{ "success": true, "message": "User created", "data": { "id": "uuid",
"username": "newuser", "role": "User" }}

Error responses:
e 401 Unauthorized — Missing or invalid token
¢ 403 Forbidden — Caller is not an Admin

e 400 Bad Request — Username already exists

Cache Operations

The cache API provides CRUD operations for key-value pairs. All cache operations are tenant-aware

when multi-tenancy is enabled.
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Get Cache Value
Retrieve a cached value by key.

Method Endpoint Auth
GET /api/cache/{key} Yes

Path parameter: key — The cache key to retrieve
Query parameter (optional): tenant — Tenant identifier for multi-tenant lookups
Response (200 OK — Key found):

{ "success": true, "message": "Cache hit", "data": { "key":
"session:123", "value": "{\"userId\":456}", "expiresAt": "2025-01-
15T10:30:002" } }

Response (404 Not Found — Key missing or expired):

| { "success": false, "message": "Cache miss", "data": null }

Set Cache Value
Store a value in the cache with an optional expiration time.

Method Endpoint Auth

POST /api/cache Yes

Request body:

{ "key": "session:123", "value": "{\"userId\":456}", "expiresInMinutes": 60

}

If expiresinMinutes is omitted, the default expiration from server configuration is used. Pass null for

no expiration.
Response (200 OK):

{ "success": true, "message": "Value cached", "data": { "key":
"session:123", "expiresAt": "2025-01-15T11:30:00Z" } 3}

Delete Cache Key

Remove a key from the cache.

Method Endpoint Auth
DELETE /api/cache/{key} Yes
Response (200 OK):
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| { "success": true, "message": "Key deleted" }

Cache Statistics
Retrieve aggregate cache statistics for monitoring and analytics.

Method Endpoint Auth
GET /api/cache/stats Yes
Response (200 OK):

{ "success": true, "data": { "totalKeys": 15420, "memoryUsedBytes":
67108864, "diskUsedBytes": 134217728, "hits": 892300, "misses": 45100,
"hitRate": 95.2, "evictedCount": 1200, "expiredCount": 3420 } }

Tenant Operations

Tenant management endpoints allow creating and managing isolated cache namespaces. Multi-

tenancy enables separate cache spaces for different applications or environments.

Method Endpoint Auth

POST /api/tenants Yes (Admin)

Create a new tenant. Request body:

| { "name": "production-app", "description": "Production application cache" }

List all tenants:

Method Endpoint Auth

GET /api/tenants Yes

Get a specific tenant:

Method Endpoint Auth
GET /api/tenants/{id} Yes

Delete a tenant (also removes all associated cache entries):

Method Endpoint Auth

DELETE /api/tenants/{id} Yes (Admin)
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User Management

User management endpoints provide administrative visibility into the identity system. All user

management operations require Admin privileges.

Method Endpoint Auth
GET /api/users Yes (Admin)

List all registered users. Response:

{ "success": true, "data": [ { "id": "uuid-1", "username":
"admin", "role": "Admin", "createdAt": "2025-01-01T00:00:00Z" }
11

Method Endpoint Auth

GET /api/users/{id} Yes (Admin)

Get a specific user's details.

Method Endpoint Auth
DELETE /api/users/{id} Yes (Admin)

Delete a user account. Cannot delete the last remaining Admin account.

System Endpoints

System endpoints provide health and diagnostic information.

Method Endpoint Auth
GET /health No

Health check endpoint. Returns 200 OK when the server and its database connections are

operational.

{ "status": "healthy", "timestamp": "2025-01-15T10:30:00Z", "version":
"1.0.0" }

Error Reference

The DYRES API uses standard HTTP status codes and returns structured error responses.

Code Status Meaning

200 OK Request succeeded
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400 Bad Request Invalid request body or parameters

401 Unauthorized Missing or invalid JWT token

403 Forbidden Insufficient role privileges (requires Admin)
404 Not Found Key or resource not found

500 Server Error Internal server error

All error responses follow this structure:

| { "success": false, "message": "Descriptive error message", "data": null }

Code Examples

cURL Examples

Login and store token:

curl -X POST http://0.0.0.0:5188/api/auth/login \  -H "Content-Type:

application/json" \ -d "{"username":"admin", "password"”:"admin"}"

Get cache value:

curl -X GET http://0.0.0.0:5188/api/cache/session:123 \ -H "Authorization:
Bearer <token>"

Set cache value:

curl -X POST http://0.0.0.0:5188/api/cache \  -H "Authorization: Bearer <token>"
\ -H "Content-Type: application/json" \  -d

"{"key":"temp","value":"data","expiresInMinutes":30}"

Delete cache key:

curl -X DELETE http://0.0.0.0:5188/api/cache/temp \ -H "Authorization: Bearer
<token>"

Python Example

import requests BASE = "http://0.0.0.0:5188" TOKEN = "your-jwt-token" headers =
{"Authorization": f"Bearer {TOKEN}"} # Get value r =
requests.get(f"{BASE}/api/cache/mykey", headers=headers) print(r.json()) # Set
value r = requests.post(f"{BASE}/api/cache", headers={**headers, "Content-
Type": "application/json"}, json={"key": "mykey", "value": "myvalue",

"expiresInMinutes": 60}) print(r.json())

8/10



DYRES REST API Guide

JavaScript / Node.js Example

const BASE = 'http://0.0.0.0:5188'; const TOKEN = 'your-jwt-token'; // Get cache
value const res = await fetch( ${BASE}/api/cache/mykey , { headers: {
"Authorization': “Bearer ${TOKEN}  } }); const data = await res.json();
console.log(data); // Set cache value await fetch(  ${BASE}/api/cache™, {

method: 'POST', headers: { 'Authorization': “Bearer ${TOKEN}, 'Content -
Type': 'application/json' ¥ body: JSON.stringify({ key: 'mykey',
value: JSON.stringify({ userId: 123 }), expiresInMinutes: 60 }) });
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